Soft Handoff in IP-Based CDMA Networks By IP Encapsulation 



1 . Background Of The Invention 

1.1 Technical Field 

[01] The invention relates to mobile communication devices. More particularly, the invention 
relates to base station soft handoff in IP-based CDMA Networks. 

1.2 Related Art 

[02] Handoff is a process in which a mobile station communicating with one base station 
(referred to as the serving base station or SBS) is switched to another base station 
(referred to as the target base station TBS) during a call. Soft handoff is a form of handoff 
in which a mobile station starts communicating with the target base stations without 
interrupting the communication with the serving base station. Soft handoff has been 
shown to be an effective way for increasing the capability, reliability, and coverage range 
of CDMA networks. Soft handoff also helps reduce outage area size, achieves macro 
diversity gain, and provides more time for carrying out the handoff procedure. 

[03] Soft handoff may be implemented in an IP -based wireless network as illustrated in Figure 
1. The coverage area of the wireless network consists of cells 102, 103, and 104. Each 
cell is a geographical area that has a single wireless base station BSi, BS2, and BS3, 
respectively. The wireless network includes an IP network backbone 101 as is know in 
the art. An example of an IP-based wireless network is CDMA. 

[04] Soft handoff may be defined as a mobile station or mobile terminal receiving the same 
data from two or more base stations at the same time. Also, the mobile station or mobile 
terminal next combines the copies of the data from the different base stations into a single 
data stream and regenerates packets for applications associated with the mobile terminal. 
Soft handoff regions of Figure 1 are represented by overlapping regions of cells 102, 103, 
and 104. 
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[05] Figure 2 illustrates how conventional centralized wireless networks implement soft 
handoff. Figure 2 shows a serving base station 204 and a target base station 205 both 
communicating with a mobile terminal MS 206. A serving base station 204 is a base 
station that is acting as a primary base station for the mobile terminal 206. The target 
base station 205 is a base station that has recently become known to mobile terminal 206 
or whose signal power (or other signal characteristic, e.g., signal to noise ratio) is above a 
threshold. A selection and distribution unit 201 generates packets 202 and 203 and sends 
them to serving base station 204 and target base station 205, respectively. 

[06] Three activities occur in soft handoff including transmission frame synchronization, data 
content synchronization, and data content combination. 

[07] With transmission frame synchronization, the mobile station collaborates with the base 
stations to synchronize the radio channel frames received (and transmitted) by the mobile 
station. 

[08] With data content synchronization, the centralized Selection and Distribution Unit (SDU) 
is responsible for distributing traffic, over layer-2 circuits, via different base stations to 
the mobile station and ensuring that the matching link-layer (and physical-layer) frames 
sent to different base stations contain copies of the same data. This applies to the forward 
direction (from the SDU 201 to the mobile terminal 206). In the reserve direction, the 
mobile terminal 206 ensures that the matching link-layer frames sent to different base 
stations contain copies of the same data. 

[09] With data content combination, in the forward direction, the mobile station combines the 
radio signals received in the matching frames from different base stations to generate a 
single final copy of each piece of received data. In the reverse direction, the SDU 201 
selects one of the data received from different base stations. 

[10] To support the growing number of users of IP networks, base stations are believed to 
need to become autonomous. However, the current approaches for supporting soft 
handoff in an IP wireless network do not readily support autonomous EP-based base 
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stations. These limitations include: the inability of mobile terminals to identify copies of 
the same data due to IP address changes, loss of data content synchronization, the 
inability to combine duplicate IP packets due to multiple link-layer connections to the 
mobile station, and the conflict with network layer or above layer mobility support. 

[11] First, mobile stations served by different base stations may have to use disjoint sets of IP 
addresses. This, for example, is likely the case when the mobile stations are served by 
different base stations that belong to different EP subnets. In such cases, the approach 
designated in Figure 2 over, for example, WCDMA networks will cause packets sent 
from different base stations to the same mobile station to carry different destination IP 
addresses. Consequently, the mobile station 206's radio system, which operates at 
protocol layers below the IP layer, will not be able to determine whether two pieces of 
data, each arriving from a different base station, are copies of the same data. This 
frustrates the soft handoff requirements of data content synchronization, and data content 
combination as defined above. Accordingly, mobile stations may experience difficulty in 
identifying copies of the same data due to IP address changes. 

[12] Second, in conventional centralized CDMA networks, data content synchronization is 
achieved using a centralized control entity - the Selection and Distribution Unit 201. In 
particular, the SDU 201 ensues that data contents carried in matching frames 202 and 203 
sent to different base stations are copies of the same data. In autonomous IP-based 
wireless base stations, centralized control entities will no longer exist. Consequently, 
even though the CDMA radio system is capable of synchronizing the link and physical 
layer frames on the radio channel, it cannot guarantee that the matching frames from 
different base stations will carry copies of the same data. This is because the copies of the 
same IP packet may arrive at different base stations at different times and may be 
transmitted by the base stations to the mobile station at different times. As a result, the 
mobile station's radio system may not be able to determine which frames received from 
different base stations contain copies of the same data. This problem is illustrated in 
Figure 3. 
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[13] Figure 3 shows frames 301-305 from a serving base station and frames 306-310 from a 
target base station. The mobile terminal 206 receives frame B 301 from the serving base 
station as frame 1 . Due to propagation delay or network delay or other random delays, 
frame B 309 is not received from the target base station until frame 4, suffering from a 
random delay 311. Accordingly, when the mobile terminal attempts to combine the first 
frame received, the mobile terminal will attempt to combine content B from the serving 
base station with the content X from the target base station. This disruption in the content 
from the serving base station arriving at the same time as the content from the target base 
station may be referred to as the loss of data content synchronization. 

[14] Different types of synchronizations between the source base station and the target base 
stations may be used. The types of synchronization include time-stamping the 
transmissions, transmitting the signals during a predefined window and attempting to 
synchronize the received transmissions based on pattern matching the received packets. 

[15] Third, transporting IP packets over CDMA networks (or over any other network) requires 
a link layer protocol that is capable of packet encapsulation/framing, i.e., the ability to re- 
assemble IP packets at the receiving host. Today, for example, most proposals for IP- 
based CDMA networks use the Point-to-Point Protocol (PPP) defined by the Internet 
Engineering Task Force (IETF) for this purpose (see D. Perkins, "The Point-to-Point 
Protocol: A Proposal for Multi-Protocol Transmission of Datagrams Over Point-to-Point 
Links" IETF RFC 1 1 34, November 1989.). However, link layer protocols like PPP could, 
without further innovations, make soft handoff impossible in many cases. For example, a 
single PPP connection, even when the PPP Multilink Protocol is used, cannot support 
multiple simultaneous copies of the same traffic stream between a base station and a 
mobile. Multi-link PPP can be modified to transport multiple copies of the same data 
simultaneously via different base stations to the mobile station. However, this cannot 
solve the data content synchronization problem. If a separate PPP connection is used by 
the mobile station to connect to each different base station, the conventional standard 
link-layer protocols will not be able to combine the packets arriving at the mobile station 
from different PPP connections. Consequently, duplicate IP packets have to be delivered 
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to the IP layer. Unfortunately, the conventional standard IP layer protocols cannot 
combine duplicate IP packets either. As a result, the soft handoff requirement of data 
content combination as described above is violated. 

[16] The transmission control protocol (TCP) (e.g., J.B. Postel, Editor, "Transmission Control 
Protocol" IETF RFC793, September 1981), which is immediately above the IP layer, can 
detect and discard duplicate IP packets. However, TCP does not combine IP packets. The 
user datagram protocol (UDP) (e.g., the UDP (User Datagram Protocol)(see J.B. Postel, 
"User Datagram Protocol", IETF RFC768, August 1980), which is also immediately 
above the IP layer, does not even detect duplicate IP packets; it simply passes on each 
incoming IP packet to the upper layer applications. Consequently, soft handoff cannot be 
achieved due to the inability to combine duplicate IP packets. This may be understood as 
an inability to combine duplicate IP packets due to multiple link-layer connections to the 
mobile. 

[17] Fourth, sometimes soft handoff involves IP address change of the mobile station. For 
instance, if the target base station belongs to the different DP sub-network from the 
serving base station and starts to take the "serving" role because the mobile station is 
approaching enough near to the target base station, the IP packets to the Mobile Station 
have to be directly routed to the target base station that now becomes new serving base 
station. The IP address of mobile station has to be changed to the new one belonging to 
the same sub-network address range as that of the target base station. This relates to 
problems in data content combination if PPP is used, since this makes the migration of 
the PPP end point on the base station side. Usually this IP address change is managed by 
the mobility management function in the network layer and works independently from a 
layer 2 system. In this regard, an unexpected change of the serving base station in link 
layer breaks IP communication over the link. Here, the network layer mobility 
management recovers the connection and an expected packet passing route change by the 
network mobility management breaks the soft handoff processed in the layer 2. This 
happens when the base station works autonomously and there is no layer 2 anchor point 
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like SDU any more. Instead of such disruption, seamless and smooth handoff for the IP 
communication is required even in this case. 

2. Summary of the Invention 

[18] The present invention relates to soft handoff between IP (Internet Protocol)-based 
autonomous wireless base stations that use CDMA radio technologies (including 
cdma2000, cdmaOne, and W-CDMA). Also, the present invention may be applied to any 
wireless network that is capable of supporting soft handoff or macro or site diversity. 

[19] The present invention includes the serving base station generating a copy of information 
to be sent to a mobile terminal and sending the copy to the target base station for 
forwarding to the mobile terminal. The serving base station addresses issues including 
synchronizing the transmission interval from the target base station to the mobile 
terminal. 

[20] The present invention supports macro diversity or site diversity. Macro diversity allows a 
mobile station to receive data from multiple base stations at the same time. Macro 
diversity increases wireless transmission quality and system reliability, especially for the 
case of the so-called "shadowing" in an urban environment. 

[21] A number of advantages of forwarding IP packets include a reduction in the number of 
packets passed between base stations even though the packet length remains large and 
independent from the radio technology and offering easy harmonization with IP layer 
handoff. 

[22] These and other aspects of the invention will be apparent from the following drawings 
and description. 

3 . Brief Description of Drawings 

[23] Figure 1 shows base stations in a conventional IP network. 
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[24] 



Figure 2 shows a conventional soft handoff forward link. 



[25] Figure 3 shows frame desynchronization based on the system of Figure 2. 

[26] Figure 4 shows a system for performing soft Handoff in accordance with embodiments of 
the present invention. 

[27] Figure 5 shows an encapsulated packet of data in accordance with embodiments of the 
present invention. 

[28] Figure 6 shows an arrangement of an IP stack architecture for a coordinating host in 
accordance with embodiments of the present invention. 

[29] Figure 7 shows an arrangement of an IP stack architecture for a mobile station in 
accordance with embodiments of the present invention. 

[30] Figure 8 shows an arrangement of an IP stack architecture for a base station in 
accordance with embodiments of the present invention. 

[31] Figure 9 shows a method for performing soft handoff between a serving base station and 
a target base station in accordance with embodiments of the present invention. 

[32] Figure 10 shows soft handoff on layer 2 and IP layer in a CDMA system in accordance 
with in accordance with embodiments of the present invention. 

4. Detailed Description 

[33] The present invention relates to soft handoff between autonomous base stations in an IP 
network. 

[34] The base stations in an IP network are different from non-IP network base stations in that 
they can perform IP-layer processing (e.g., routing and forwarding of IP packets based on 
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the information carried in IP headers, signaling, and mobility management). The IP 
enabled base stations will be referred to as IP-based base stations and denoted by jBSs. 
IP-based base stations may function autonomously as described in co-pending U.S. Serial 
No. (Attorney Docket No. 04900.00002), filed on , entitled "Autonomous Base Station 
Setup and Soft Handoff whose contents are incorporated herein by reference. 
Autonomous base stations do not need constant centralized signaling control over their 
behaviors or determinations of how the IP network 101 is to function from a central 
control. Further, jBSs are interconnected via an EP network. For simplicity, the jBSs are 
referred to herein as BSs. 

[35] Figure 4 shows soft handoff between a serving base station and a target base station. In 
Figure 4, a correspondent host CH 401 transmits IP packet K 405 to serving base station. 
The serving BS 402 needs to forward it to the target BS 403 which is serving another leg 
to forward the same data to the MS. There may be more than one target BS, although the 
explanation here describes the case of only one target BS. Thus, it is readily appreciated 
that three or more target base stations may be used to transmit data to a mobile station 
404. 

[36] Previous to the exchange shown in Figure 4, serving base station 402 has set up a tunnel 
or conduit between the serving base station 402 and the target base station 403 over 
which to transmit information destined for mobile station 404. This tunnel may be set 
when the serving BS 402 finds the target BS 403 as a neighbor (static tunnel) or when the 
first packet forwarding to the target BS 403 is needed (dynamic tunnel). The IP packet 
405 carried to the serving BS 402 is encapsulated by another IP header (the header of 
packet 406) for passing through the IP tunnel. Next, packet 406 is forwarded to the target 
base station 403. The forwarded IP packet 406 is de-encapsulated (decapsulated) and 
recovered as an original packet. The recovered packet is the same as packet 405 as 
received by the serving base station. 

[37] Next, both the serving base station 402 and the target base station 403 make radio link 
protocol (RLP) protocol data units (PDUs) from the received IP packet (405 for the 
serving base station 402 and the decapsulated version of packet 406 for target base station 
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402). Then the RLP PDUs 407 and 408 are sent over the air at the same time to the 
mobile station MS 404. The mobile station MS 404's radio system combines these 
signals and receives the combined packets 407 and 408 as one signal. Since the mobile 
station MS 404 it combines those signals in the radio layer, high sensitivity and low error 
rate are realized by this soft handoff. 

[38] The serving BS 402 assigns a potential time for the target BS 403 to send out RLP PDUs 
and put the time into the option field of the IP header for encapsulation. In the case of 
cdma2000 system, each BS has a precise clock which is adjusted by the GPS system. 
Therefore, the serving BS 402 may assign the absolute time to transmit. Figure 5 shows 
an example of the header format in this case. Here, the original IP packet payload (or 
data) is shown by field 504. The original IP packet header is shown by field 503. The 
header added by serving base station 402 is shown as basic header 501. As mentioned 
above, the serving base station 402 may add additional information including a time 
stamp option or other options indicating, among other things, when the RLP PDUs are to 
be transmitted to the mobile station 404. 

[39] If there is not such synchronized clock between BSs, the relative time information could 
be used. If a usual EP network is assumed as a network for BSs to communicate each 
other, it may be difficult to predict the packet traffic behavior. Therefore, a feedback 
mechanism may be installed for a serving BS 402 to maintain the ability to calculate the 
accurate timing for transmissions to target base stations by monitoring when a packet was 
sent to a target base station and awaiting a response. When a response is received by the 
serving base station, the serving base station may divide the elapsed time in half and 
determine an average propagation delay (this may or may not include subtracting 
processing time associated with generating a response by the target base station as this 
processing time may be equal to a time associated with generating and transmitting a 
RLP PDU to the mobile station 404). Alternatively, the target base station may indicate 
when the packet was received, thereby providing an accurate determination of the delay 
associated with sending a packet to the target base station. This delay may be associated 
with the time of day and day of the week to establish the minimum propagation time to 
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the target base station. Finally, the serving base station may vary the time between it 
transmits a packet 406 to the target base station and when it transmits RLP frames 407 to 
the mobile terminal. Next, the serving base station may then ask the mobile terminal what 
frames were received in synchronization. If one estimates the delay from the serving base 
station to the mobile station and the delay from the target base station to the mobile 
station to be equal, the serving base station may then know how much delay was needed 
to make the RLP frames from the serving base station and the target base station to arrive 
at the mobile station at the same time. 

[40] Another way of determining delay is to have the mobile station monitor the delay of data 
it receives from different base stations and report the results to the serving base station. A 
further way of determining delay is by the network management system monitoring and 
reporting delay to each BS. For instance, the network management system monitors the 
load of each network entity (e.g. a router) and the elapsed time for the packet to pass 
through the entity. Then, the network management server can suggest the packet 
transportation delay from the serving base station to the target base station on the result 
of the network monitoring. 

[41] Where possible, the forwarded IP packet 406 may carry additional information to make 
each BS generate the same RLP PDUs and send them at the same time. In the situations 
in which this is needed, the serving BS 402 may insert timing information into the 
encapsulated packet. The system may append information to the packet or replace null 
information in the packet with timing information. Alternatively, one may align timing by 
returning the timing error information from the target BS 403 to the serving BS 402. It is 
the similar mechanism that is designed for the radio frame forwarding between BSs in the 
cdma2000 standard. Currently there are several potential IETF protocols to be used for 
IP-IP encapsulation, including IP in IP (see C. Perkins, "IP Encapsulation within IP", 
IETF RFC 2003, October 1996), Minimal Encapsulation (see C. Perkins, " Minimal 
Encapsulation within IP", IETF RFC2004, October 1996), GRE (see D. Farinacci, et. 
al. " Generic Routing Encapsulation (GRE)", IETF RFC 2784, March 2000), and MPLS 
(see G. Armitage, et. al., "MPLS: The Magic Behind the Myths", IEEE Communications 
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Magazine Vol. 38 No. 1, pp. 124-131, January 2000) and the like. One may define new 
fields in the various protocols or use a different protocol for the control information. The 
case of MPLS is a little bit different from other scheme, since that uses specific packet 
format to pass IP packet in MPLS tunneling. But MPLS tunneling is usually set in/under 
the IP network based on IP address and, in this sense, it is included in the IP-in-EP 
encapsulation scheme here. 

[42] Further, the system may use guaranteed quality of service (QoS) control capability of the 
network to determine when the RLP frames should be sent to the target base station. Even 
in the IP network, the traffic behavior is guaranteed in some sense, if QoS is set for the 
traffic. Absolute delay is usually one of the guaranteed aspects. By setting certain delay 
values for the communications from serving BS 402 to target BS 403 and forwarding the 
encapsulated packet at the certain time from the serving BS 402, the packet transmit 
timing synchronize automatically. If the delay set up is fairy large compared with the 
radio frame length (e.g. 20ms) and the deviation of the time for the packet to reach to the 
target station is large, the encapsulated packet may have the time stamp and target BS 
may have the buffer to make wait the data. Because target BS may transmit the data 
earlier than the time when serving BS expected. 

[43] As another solution, MS may have the good synchronization scheme. Thanks to the 
semiconductor technology, the power of the signal processing is being improved year by 
year. As a result, MS will have enough processing power and memory capacity to 
synchronize physical signals carried over different legs with fairy large time error or even 
in the different slot. In this case, the additional header for encapsulation does not need to 
include any optional timing information and the packet format and the negotiation 
between BSs becomes simple. For example, the mobile station 404 may match frames by 
using pattern matching schemes to match frames to each other. Additional material 
regarding pattern matching is disclosed in U.S. Serial No. (Attorney No. 04900.00002), 
filed on , entitled "Autonomous Base Station Setup and Soft Handoff ', whose contents 
are incorporated herein by reference. 
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Some Packet Encapsulation schemes change the packet length. In the IP network, many 
packets, especially which carry the user data, already have the maximum length allowed 
on the path. And for those packets, change of their length may cause additional problem. 
Header compression is one solution to that. 

Additional considerations are needed in the reverse direction. In the reverse direction, the 
selection of the RLP PDU is needed during the soft handoff. For that RLP PDU received 
by target BSs have to be sent to the serving BS by encapsulation into the IP packet. Next, 
serving BS selects the proper RLP PDUs, regenerates the IP packet from a set of them, 
and sends it out to the CH. To receive a benefit of the soft handoff, this selection has to 
be done in the scale of RLP PDU. In this case, more than one RLP PDUs may be carried 
by one IP packet to reducing the IP encapsulation/decapsulation process load and 
efficient use of the network. It is another potential way to restrict the maximum size of 
the IP packet from the user fit to one RLP PDU size, since to select RLP PDU becomes 
similar to select IP packet. 

The present invention also includes network layer mobility management to address the 
mobility layer conflict. IP address change on mobile station keeping communication with 
others is considered as a handoff process at the network layer. When the link layer (so 
called layer 2) handoff occurs, the network layer handoff has to be done around that time. 
In the case of soft handoff described above, the network layer handoff needs to 
synchronize an exchange of the role of "serving" between IP-centric autonomous BSs 
and those belong to a different IP subnet. The present invention's network layer handoff 
using soft handoff in the network layer addresses this situation and helps maintain proper 
independence between layer 2 (L2) and above layers (e.g. the network layer). Optionally, 
it also gives a mean to keep the efficiency of the radio resource (i.e. frequency) usage. 
While cellular IP uses a similar scheme named "Semisoft Handoff to solve a problem 
with network layer handoff (see A. Campbell, et. al. "Design, Implementation, and 
Evaluation of Cellular IP", IEEE Personal Communications Vol. 7 No. 4, pp 42-49, 
August 2000), the approach fails to sufficiently address the problem as it does not support 
smooth handoff when the mobile station undergoes an IP address change and does not 
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take the L2 soft handoff into consideration. The mobile station MS 404 in Figure 4 may 
use a single EP address to communicate with both base stations 402 and 403 during the 
layer-2 soft handoff process. The mobile station MS may need to use a different IP 
address when it finishes the layer-2 soft handoff process and moves completely inside the 
new cell if the mobile stations in the serving and target base stations are on different IP 
subnets. The process of changing IP address (which is part of the Network Layer Soft 
Handoff described herein) may be performed in parallel and separate from the layer-2 
soft handoff 

[47] In the present invention's network layer handoff scheme, the mobile station 404 has an IP 
process function that is capable of multi-address handling. The mobile station 404 can 
support two IP addresses (or more depending on the number of related base stations) 
during the L2 soft handoff process. Once assigned the two or more addresses, the mobile 
station 404 registers the addresses to the correspondent host 401 CH or somewhere else 
that is working as an anchor point for the network layer mobility management. Other 
anchor points that may be used include the Home Agent (HA) in terms of the Mobile IP 
(see C. Perkins, Editor, "IP Mobility Support", IETF RFC 2002, October 1996). When 
using the correspondent host 401 as the anchor point, the correspondent host 401 sends 
its IP packets to both addresses. The mobile station 404 receives the packets destined for 
each address. The upper layer program, like TCP, usually just discards the same 
information coming later. This may be referred to as "network layer soft handoff as the 
system uses two or more IP routes at the same time to implement soft handoff. By using 
- the network- layer soft handoff, the mobile station 404 does not need to worry about 
which BS is the serving base station or the target base station during L2 soft handoff. If 
the serving BS 402 stops its role as the serving base station after transferring its serving 
role to the target BS 403, the mobile station 404 drops the IP packets routed through the 
original serving base station 402 (now the target base station 402). The mobile station 
404 continues to receive IP packets directed to the former target BS from the CH. By 
using this approach, the mobile station does not see a disruption with communication 
with the correspondent host 401 . 
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[48] The above description uses two different sub networks. This network layer soft handoff 
method is also useful for handoff between base stations belonging to the same sub 
network if the network has an ability to handle the packet to the mobile station as 
multicast packet passed through over more than one routes. In this example, the mobile 
station registers its new IP leg to the multicast service in the network during L2 soft 
handoff. That leg may be distinguished from the existing leg by another IP address 
assignment. In another way, the special routing function in L3 or L2 may set the routing 
in the sub network to carry the same IP packet from the CH over more than one route. 
Again, the mobile station does not see any disturbance if the communication to the 
correspondent host if one of the base stations involve in L2 soft handoff stops forwarding 
packets to the mobile station. 

[49] To realize the network layer soft handoff, a multi-IP address capability is used to realize 
the IP process function of the Mobile Station as is known in CDMA systems and the like. 
In CDMA systems, the same physical device has the more than one IP address. It is 
slightly different from the current multi-home concept in which the IP stack usually 
handles more than one physical interface having one IP address. The multi-home concept 
may apply to any wireless or wired layer-2 technology including CDMA systems. 

[50] At the same time, the correspondent host CH, home agent HA, or other an anchor point 
has an IP process function that forwards the same data to one or more IP addresses. The 
anchor point here means the entity where the IP packet exchanged between CH and MS 
has to be passed through. The Home Agent in the context of the Mobile IP protocol may 
be an example. A gateway router for the sub network including the serving BS and/or 
target BS, or the serving BS itself here may be another example. The IP packet has to be 
copied and distributed at such anchor point for the network layer handoff presented here. 
This function is similar to the MCU (Multipoint Control Unit) supporting the centralized 
multipoint IP conference in the H.323 LAN system. (See U. Black "Advanced Internet 
Technologies", Section 5, Prentice-Hall 1999.) 

[51] Figure 6 shows protocol stack architecture to support proposed solution including such IP 
process function for the correspondent host or other anchor point. An application 1 601 
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uses the IP Process 604 to communicate with other applications (2 602 and 3 603). The 
applications may correspond to applications in the mobile station or may be network 
level applications. IP address A is assumed as the original mobile station IP address. The 
application 1 601 continues to communicate with the address A, while the mobile station 
is moving to the area managed by another BS. At this time, the mobile station gets a new 
IP address B and reports it to the correspondent host CH. The IP process in CH registers 
address B in its table and starts to use both IP addresses A and B for the network layer 
soft handoff. The data generated by the application and for the address A is transformed 
to the IP packet by adding IP header destined to address A and copied in the IP process. 
One of them is sent out through physical interface 607 and the other is put into vertical 
I/F for address A to be encapsulated by another header destined to address B by 
encapsulation module 605. Then it is sent out to the network through physical interface 
606. The IP process has a table to memory these relations among IP addresses, 
Applications, Encapsulations and so on and maintains it by the application's activity and 
the reports from the IP process at the other end of communication. The current IP process 
has a table referred to as a "routing table" which only shows relation between destined IP 
address and physical interface. For the reverse path, the IP packet coming from MS to 
CH is not necessarily to be encapsulated. The IP process in the CH just removes the IP 
header and passes the payload up to the proper socket. Since each packet may have 
different source IP addresses during the network layer soft-handoff, the IP process uses 
the same table recording the last MS's IP address. 

[52] Figure 7 shows' another example IP stack architecture for the mobile station MS. The 
mobile station in Figure 7 has two IP addresses A and B. The IP stack architecture is 
similar to that of Figure 6 but is applied to the mobile station MS. It is noted that, if the 
mobile station can use any address as the source address, encapsulation may not be 
performed. However, some networks do not permit the mobile station to use any address 
so the mobile station needs to put the latest address as the source address. The IP process 
704 uses encapsulation this case to protect applications from the confusion by the address 
change. Also, the connection between IP process 704 and physical interface 706 may use 
encapsulation. The radio system, like the next generation CDMA system for example, 
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may require just one radio channel (with several supplemental channels to it) for the 
whole IP communication or may require separate channels depending on the IP 
addresses, QoS, and the like. The IP process needs to fit these requirements by being 
flexible to send and receive IP packets with various kinds of address and encapsulation. 
This management is done by using the table which shows the proper relation among the 
status of applications, related IP addresses, related physical interfaces, encapsulation 
situations, network layer soft handoff situations and the like. 

In the autonomous BS 5 a slightly different IP stack architecture is used as shown in 
Figure 8. The mobile station has two IP addresses in this example. The base station is 
described as being a serving base station for communication with address A and a target 
base station for communication with address B. An incoming packet destined to address 
A is processed as follows. First, it is copied into two packets. One of them is put into the 
encapsulation function 802 to be forwarded to the target base station and is sent out to the 
target base station through the interface for the wired network 807. The other packet is 
passed to the radio physical interface to be transferred over the radio link with the mobile 
station using at least one of sub channels CH-a 804, CH-P 805, or CH-x 806. As 
described before, the packet in the radio physical interface 803 is processed in the each 
base station's radio interface and transmitted to the mobile station at the same time or at 
another agreed upon convention (using a timing window or permitting the base mobile 
station to use pattern matching to match the frames). At the target base station, the packet 
forwarded from a serving base station is decapsulated to retrieve the original packet 
destined for address B and is passed to the radio physical interface 803. Since the same 
radio channel (or that may be assigned with several supplemental channels) may be used 
for both addresses during the soft handoff, IP process has a capability to connect to more 
than one destination addresses with one interface. The IP process 801 may use a table to 
manage the relationships. The radio physical interface 803 manages timing to transmit 
each radio frame as directed by the source BS of each packet. In the reverse direction, the 
IP process has to switch incoming packets to encapsulation or wired network regarding 
the source and destination address of the packet. That is also managed using the table. As 
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described here, a flexible IP process is used with a routing table to assure proper 
management for realizing network layer soft handoff. 

[54] One drawback of the network layer soft handoff is a reduction in efficiency of frequency 
usage over the radio link as more than one packet exists for each set of data being 
transmitted between the mobile station and the correspondent host or other anchor point. 
This may not be an issue if the period of the network layer soft handoff is short. To 
reduce the degradation in efficiency, the base station attempts to stop forwarding 
duplicate packets when possible. That means the network layer soft handoff becomes a 
conventional network layer hard handoff from the mobile station's point of view and 
seamless IP communication during the handoff becomes a problem again. 

[55] To overcome this problem, another way is disclosed in which the network layer soft 
handoff is used for the reverse direction to help the network layer hard handoff (i.e. 
current handoff scheme) in the forward direction. In this method, the correspondent host 
continues to send packets to one destination IP address at one time. The mobile station 
MS sends acknowledgement packet (e.g. ACK, NACK etc..) to the correspondent host. 
The acknowledgement packet is sent to the CH from all IP addresses assigned to the 
mobile station. The acknowledgement packet may be carried over the L2 channel, which 
doesn't use soft handoff. Next, the acknowledgement packet is investigated by the 
correspondent host or other anchor point (when a tunneling scheme is used). Since the 
acknowledge packet does not use soft handoff scheme and the packet route passed 
through from each base station to correspondent host is similar to each other, the primary 
delay or interference is generated by the air link interface. For instance, the loss rate 
and/or delay increases if radio link condition degrade. Then the correspondent host (or 
anchor point) determines the working destination IP address from the investigation result. 
This method does not consume as much air link resources on the forward direction but 
increases the air link resource usage on the reverse direction somewhat. The degradation 
is as significant as the acknowledgement packet is usually small compared with another 
data packet. Such degradation is suppressed if the source IP address of the acknowledge 
packet is changed in turn among the IP addresses assigned to the mobile station (e.g. by 
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using a round robin scheme or the like). To realize this scheme, one may use a multi-IP 
address capable IP stack as discussed above. 



[56] Another way to keep frequency usage high includes using an IP packet filter on the base 
stations. Each serving or target BS knows whether it is in serving role or not. It is also 
possible to know which IP packet forwarded from serving BS is the same packet as that 
delivered from CH directly. Therefore, on the target BS, the packet filter is set to discard 
such duplicated packet coming from the correspondent host directly and the target BS 
sends the forwarded IP packet from the serving BS only. When the serving role is 
exchanged between BSs, this setup of the filter is also changed to forward IP packets only 
through the new serving BS to MS in both base stations. If this information about the 
serving and target BSs is delivered to CH or another anchor point, which controls the 
ri network layer mobility by defining such location, it is easier for them to switch flow from 

f,t the old serving BS to the new serving BS. The switch requires interaction between L2 

ni and the network layer with such interaction tending to reduce the independence of each 

nj 

□3 layer design. 

m 

s [57] In a further aspect of the present invention, handoff is controlled by the mobile station. In 
^; the invention described above, the soft handoff method mainly aided in keeping IP 

□ communications alive during the serving role transfer between base stations involved in 

p J the L2 soft handoff. In an alternative embodiment, the transfer occurs at the end of the L2 

soft handoff period. This method is described in relation to Figure 4. In this scenario, IP- 
in-IP forwarding from the source BS 402 to the target BS 403 is used during the L2 soft 
handoff as described before. When the mobile station 404 moves enough near to the 
target BS 403 to stop the L2 soft handoff, the radio link between the mobile station 404 
and the source BS 404 is closed. This means that the L2 serving BS role has been moved 
into the target BS 403 at this point. But IP-in-IP forwarding still goes on at the old 
serving BS to keep the user's IP communication in effect. If the mobile station 404 
moves around an area supported by the old serving BS 402 or its adjacent BSs only, it is 
good for the old serving BS 402 to keep this IP-in-IP forwarding to the latest serving BS 
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403. This is because that reduces the number of times of the network layer handoff needs 
to exchanging signaling information and eliminates most of the processing time. 



Further, as an alternative to transferring the serving function, even the serving role may 
be kept by the original serving BS 402 regardless the position of the mobile station 404 in 
this scenario, if the old serving BS 402 is often involved in the L2 soft handoff for the 
mobile station 404. The advantage here is the reduction in the load of the role transfer 
process. The serving BS 402 may switch between the usage of the time stamp technique 
and/or soft handoff related options on and off in its IP-in-EP forwarding process whether 
L2 soft handoff is used or not. Moreover, the serving BS may just leave those option 
fields as empty when the L2 soft handoff is off. Even in this example, the mobile station 
404 may have additional IP addresses and use the IP process function explained above, 
although the IP address for the packet passing through the serving BS is not needed to be 
changed. 

When the mobile station 404 has gone far out from the area covered by the serving BS 
402 and its adjacent BSs, the serving role transfer happens as well. It is effective for the 
mobile station 404 to help this and the network layer handoff since the mobile station 404 
may be able to know both of the L2 environment and the network layer environment. At 
that time the mobile station 404 has at least two IP addresses and may invoke the network 
layer soft handoff described above to keep continuous communication during the L2 
serving role transfer. Alternatively, the mobile station 404 may send the request for 
binding to the new IP address to its correspondence host 410 or another anchor point 
placed between the mobile station 404 and the correspondence host 410. This changes the 
route of packet and forces the system to invoke the L2 serving role transfer. As shown 
above, methods described above may be used in alternative implementations of serving 
role transfer and soft handoff. 

Next, an example handoff sequence is described. Figure 9 shows the method and Figure 
10 shows the packet and frame flows. 
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[61] Prior to the method steps shown in Figure 9, IP communication has been established 
between the correspondence host 1001 and the mobile station 1004 through serving base 
station 1002. In step 901, the mobile station 1004 detects a new BS (i.e. target BS 1003) 
and starts to exchange control signals with it. At the same time, the mobile station 1004 
reports the target BS 1003 discovery to the serving BS 1002. The serving BS 1002 begins 
to setup soft handoff for the mobile station 1004 by negotiating with target BS 1003 
about resources, services and so on. 

[62] Next, in step 902, the serving BS 1002 begins IP-IP encapsulation of the packet K 1005 
addressed to AD1 and forwards the packet 1007 to the target BS 1003 after completing 
the negotiation. Target BS 1003 starts to receive the encapsulated packets. The target BS 
decapsulates the packet 1007 to retrieve the original packet coming from the 
correspondent host 1001 CH by removing the added header. 

[63] Next, in step 903, both the serving and target BSs 1002 and 1003 change the IP packets 
RLP PDUs 1009 and 101 1, which is the frame format for the radio link. The RLP PDUs 
.1009 and 1011 are sent out to MS synchronously and simultaneously. This timing 
alignment was done during the negotiation phase. 

[64] In step 904, the mobile station 1004's radio system automatically combine the RLP PDUs 
1009 and 101 1 from both legs. 

[65] In step 905, the IP function in target BS 1003 begins to communicate with the mobile 
station 1004 and configure it by assigning new IP address AD2 relating to the target BS 
1003 and its network. At this point, the mobile station 1004 has two IP address, AD1 and 
AD2. The target BS 1003 may set up another leg (conduit or tunnel) 1008 with serving 
BS 1002 to take an advantage of soft handoff communication for the new IP connection 
(using AD2). The mobile station receives information addressed to address AD1 through 
RLP PDUs 1009 and 1011 and addressed to address AD2 through RLP PDUs 1010 and 
1012. 
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[66] Next, in step 906, the mobile station 1004 requests the correspondent host 1001 (or other 
anchor point) to forward the current IP communication to the new IP address AD2. This 
results in the generation of IP packet 1 1006 sent to AD2. The content for the IP packet 1 
1006 is generated using encapsulation for address AD2 at the correspondent host 1001. 

[67] Usually, the IP packet for the flow 1 encapsulates the IP packet destined for AD1 with 
the header destined for AD2 at CH. This allows for the user to continue to use existing 
applications without any modification, since the application program may believe that it 
keeps sending its data to AD1 always and not be as careful about the MS's handoff. 

[68] When the application starts IP communications, it invokes the communication program 
with the EP address of the destination. And the IP process and the application usually use 
that address as one of the parameters to relate between the communication program and 
the application program. Changing this IP address by the MS handoff may introduce 
unnecessary confusion to that relation and the application program, which is not designed 
to support such mid-call IP address changes. Therefore, encapsulation may be used as the 
solution for this. For instance, application programs generate the IP packet for AD1, 
which is the initial destination address, while IP process encapsulates that IP packet with 
AD2 which is the latest destination address. Then, the application program does not need 
to be as careful about the handoff of the MS. 

[69] To eliminate the packet loss or initial sustain, the correspondent host 1001 may keep 
sending packets to the LP address AD1 for a while. In this case both flows of IP packet k 
1005 and 1 1006 use soft handoff respectively. Or when serving as an edge router, serving 
BS 1002 and target BS 1003 negotiate and decide that only one forwards the packet to the 
mobile station. 

[70] Next, either step 907 or 908 occurs. In step 907, the correspondent host 1001 or mobile 
station 1004 terminates the IP packet flow to AD1. 

[71] In step 908, for example if the mobile station continues to move toward the target base 
station 1003, the target BS 1003 becomes new serving BS for the mobile station 1004 by 
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exchanging the serving/target roles with the old serving base station 1002. Then the IP 
packet forwarding through old serving BS 1002 to the mobile station 1004 (i.e. packet 
flow destined to AD1) is abandoned automatically. 

[72] In step 909, soft handoff is terminated when MS detects that the strength of the radio 
wave from the new target BS (i.e. old serving BS) falls below a threshold. The , the 
mobile station 1004 becomes under the threshold, MS drops the soft handoff leg with the 
new target BS. 

[73] Since the network layer soft handoff is independent from L2 or radio technology in 
principle, this independence helps makes possible smooth and disruption-less handoff 
between different radio technologies. For instance, the mobile station may have a CDMA 
system transceiver and a Bluetooth transceiver. The system may switch the route of the 
communication from using CDMA to using Bluetooth without any communication 
disruption. Usually the Bluetooth system offers more cost-effective solution by 
connecting to the more inexpensive Internet services than that by the CDMA system. 
Then the user may benefit by using this scheme when he/she is under such situation. The 
process for this kind of inter-radio technology handoff is similar to the example described 
above. But, in this case, L2 soft handoff is not applicable between those systems. It takes 
more time to setup the target BS since that includes initial authentication and 
authorization or configuration, if different radio-systems are owned by different 
management. 

[74] Other embodiments are possible and considered within the scope of the invention. 
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